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AM1SNDMEN TS TO THE DRAWINGS; 

Please replace origiBal Fig. 1 with the attached Replacement Sheet for Fig. 1. 
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REMARKS/ARGIJMENTg 
Reexaiiunatioii of the captioned application is respectfully requested. 



A, SUMMARY OF THIS AMENDMENT 



By the current amendment. Applicant basically: 

1. Editorially amends the specification, 

2. Amends claims 7 and 17, 

3. Amends Fig, 1 in the manner shown in the attached Replacement Sheet. 

4. Respectfully traverse all prior art rejections. 



B, AMENDMENTS TO THE DRAWINGS 

The attached Replacement Sheet for Fig. 1 includes amendments such as labeling 
symbol 5 as "Internet"; symbol 6 as "foreign agent (access node)"; and supplying 
reference numerals 4, 8, and 9 in a manner understood jBrom the last full paragraph of 
page 9 as well as the paragraph bridging pages 9 and 10 of the specification. 

C. SELECTED COMMENTS REGARDING THE DISCLOSURE 

As explained in Applicants' specification, the IPv6 protocol allows client terminals 
themselves to generate the interface Identifier part of an IP address which is subsequently 
combined with a routing prefix to generate the fiill IPv6 address. However, the IPv6 
protocol's generation of the interface Identifier part of an BP address can result in an 
address conflict The IPv6 protocol makes an effort to prevent address conflicts within a 
local area in the following manner: once a terminal has generated a new IP address it 
must broadcast this address over the local area. If another terminal already possesses the 
same address that terminal will generate a response. The originating terminal must then 
generate an alternative address, and the process is repeated imtil such time as the terminal 
arrives at an IP address which does not result in any conflict. 
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The problem wilii the aforedcscribed duplicate address detection procedure is that, 
unless some security mechanism is pat in place, it provides an opportunity for malicious 
thirdparties to launchDcnialofService attacks. More particularly, when a maUcious 
tenninal receives an IP address advertisement message, it can always reply claiming 
ownership of the address. The originating tenninal may never be able to obtain a useable 
IP address. 

AppUcant provides a mechanism which, in the event of an alleged conflict, is able 
to resolve the conflict in fevor of the true owner of the IP address. This mechanism is 
achieved by a controlling node within the network requesting (from each party claimmg 
to own an IP address) a tok«n or "component" which the true address owner will already 
have in has possession, bm which a malicious party cannot easily and quickly generate. 
Uris component effectively provides a seed value from which the Inteifece Identifier part 
of the IP address is generated by the appUcation of a one-way coding function. The use of 
a one-way coding function means that a malicious party camiot reverse the operation, i.e. 
generate the component from the Interface Identifier part. Importantly, Applicant's 
address ownership mechanism does no t nred or rely up on n ^h.rH s.rr.tb«^een anv of 
thenarties. It is only necessary that aU parties have access to the pubUshcd one-way 
coding function. 

D. PATENTABILITY OF THE CLAIMS 

Claim 1 stands rejected under 35 USC 103(a) as being over U.S. Patent 5.351,295 
toPerhnanetal. Claims l-llstandrejected^der35USCp03(a)asbemgunpat^^^^^ 

overU.S.Patent5,351,295toPerlmanetalinviewofIntemetDraftbyNanen.aa^^ 
n-18 stand rejected under 35 USC §l02(b) as beh^ anticipatedby U.S. Patent 5.872,917 
toHeUman. Claims 19-20 stand rejected under 35 USC §103(e) as being unpatentable 
overUS.Patent5,872,917toHellmaninviewofIntemetDraftbyNaiten. All prior art 

rejections are respectfoUy traversed for at least the following reasons. 
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Perlman describes a mechanism whereby members of a group can securely 
exchange network addresses with one another. The process reUes upon aU of the group 
members having access to a shared secret. Penman does not describe a method of 
verifying that a host coupled to an IP netwoik is actually authorized to use an IP address 
which the host claims to own, Accordii^ to Perhnan, a host which is a member of the 
group can select any network address and the receiving hosts will impUdtly assume that 
the sending host owns the address on the basis of a shared secret Of courae, there is 
nothmg to prevent one of the group members from claiming to own an IP address which 
actually belongs to a host which is not one of the group members. Perhnan does not 
describe any mechanism for addressmg such conflicts. 

Nor does Ford teach any means for overcoming this deficiency of Perhnan. Ford 
is only concerned with providing a mechanism for generating IP addresses at cUent 
teiminals. According to Ford, conflicts are overcome using the (IPv6 type) advertisement 
and response procedure described above. Ford is, therefore, only concerned with 
accidental conflicts, and does not presemt any mechanism which would overcome the 
denial of sei^ice attacks which can be made by malicious parties. 

The teaching of Narten is essentially the same as Ford, i.e., the use of a hash 
function to generate die Interface Identifier part of an IP address. Perhnan teaches a 
method of securely exchanging addresses betwe«i group members which is based upon a 
shared secret. It does not teach a method of proving ownership of these addresses. 
Narten does not address this deficiency. 

U.S. Patent 5,872,917 to Hellman does not provide a basis for denying 
patoQtabihty to any of applicant's claims. Please keep in mind that claim 17 mcoiporates 
the limitations of indqpendent claim 1, and thus is more than a challenge, response, 
verification scenario. 
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V. d«fioi«Ki» Of O.S. PaW>. 5.872.917 u, Hdln^n are ve^ sinuUr « of 

Loaln^ane^chanseof outvalue.: .^^sn>;«.lK«^.^c.«=.«^ 
Ip^.^«,e,«».schaU»ge.g™en«cdfto.,.e.ha.cd«c«.pas^c,4^^ 

no, oa appUcation of a oa^way codtog function « a oomponcn. snpphed by U>. 
l!:::i!^ydoesno.i.voWcaco»paHs«.ofa^o.d«iva.veof..e«^.on 

appUcation «»ult against an mterfece identifia- part of anIP address. 

E. MISCELLANEOUS 

to view of a>e foregoing and other eonsideratio-s. all daiins are deemrf m 
conditionf.r.nowar>ee. A forma. indicaUon of amiability is oamesttysohced. 

The Commissioner is aud>orized to cbarge .he nndersigned's deposit aeco»t #14- 
.1140 i» whatever a^ioarrtis necessary for en-yotfliese papers andfhecontnraed 

pendency of the optioned application. 

ShoulddreE«mnner£^.hatanint=rviewwithmew.dersignedwould&ciJj«^ 
auowance of *is appUcadon. the Btaminer is encouraged to contact the n»de,s.gned 
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By: 



HWB:lsh 

1 100 North Glebe Road, 8th Floor 
Arlington, VA 22201-4714 
Telephone: (703) 816-4000 
Facsimile: (703)816-4100 
Attachments: 

Replacement Sheet for Fig. 1 



H. Warreaa Bumam, Jr. 
Reg. No, 29,366 
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